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00 AGENT FOUNDATIONS

What an enterprise Al agent
actually is, and why the
platform is the first decision.

An enterprise Al agent is not a smarter chatbot. It is a different kind of
software. It holds a goal, keeps state across steps, calls tools to change
the world, and stops for a human when it cannot proceed safely. This
chapter defines what an agent actually is, names the five components
every agent is built from, and shows why the platform decision comes
before the first line of code, all seen through GitHub Copilot.

Agent versus chatbot: goal-
driven, stateful, and tool-using

Start with what an agent is not. A chatbot is stateless and reactive. It receives a
question and returns a single answer. It holds no memory across turns, it cannot call
tools, and it has no notion of pursuing a goal. Ask it the same thing twice and it starts
fresh each time. That design is fine for frequently asked questions and scripted
support flows, and it is still fine for those. It is not an agent. An enterprise Al agent is
goal-driven, stateful, and tool-using. It receives a goal, plans a sequence of steps,
calls tools, observes the results, and iterates until the goal is met. When it cannot
proceed safely, it escalates to a human.

GitHub Copilot makes the difference concrete. The same model in the Copilot picker

can drive a one-shot chat answer or a multi-step agent. When Copilot moves from a

chat reply to agent mode, the model does not change; the loop around it, the state it

keeps, and the tools it can call change. In agent mode Copilot reads your repository,

plans a change, edits files, runs the build, and opens a pull request. Escalation is part
of the design, not an afterthought: when the agent reaches a decision it cannot make
safely, it stops and asks. An agent that never escalates is not more autonomous. It

is unsupervised.



The five components every agent is built from:
brain, memory, tools, policy, and orchestration

Every agent, regardless of platform, is built from the same five components. The
brain is the model that reasons over the input and plans the next step, picked per
task. In GitHub Copilot the brain is whichever model you select in the Copilot picker:
Claude Opus 4.8 for deep reasoning, Claude Fable 5 or Sonnet 5 for balanced work,
Haiku 4.5 for fast and cheap turns, Gemini 3.1 Pro, or a GPT-5.x model. You choose
per task, not once for the whole program. The memory is the conversation history,
a working scratchpad, a vector store for retrieval, and episodic memory across
runs. Memory is bounded by policy: an agent remembers only what it is allowed

to remember.

Tools, policy, and the loop that drives them

The tools are the functions the agent can call: search, database queries, REST calls,
code execution, workflow triggers. They are catalogued and scoped through the
Model Context Protocol, so the agent never talks to a random endpoint. The policy is
RBAC, content filters, rate limits, Human-in-the-Loop checkpoints, and audit trails,
and it is non-negotiable. In GitHub Copilot the policy lives in .github/copilot-
instructions.md and your organization rules. The orchestration is the plan-act-
observe loop, multi-agent coordination, retries, and timeouts, and it is the platform's
job. Cost rides along with all of it: in GitHub Copilot, agent work is billed in GitHub Al
Credits, where one credit equals one cent, in effect since June 1, 2026, so the brain
you pick and the tokens you spend land on the bill. Brain reasons, memory persists,
tools act, policy bounds, orchestration drives the loop.

Why platform choice is the first decision

The pressure to ship agents is real, and it is accelerating. Gartner projects that 40
percent of enterprise applications will feature task-specific Al agents by 2026, up
from under 5 percent in 2025. That is a large jump in a single year, and it is where
most programs go wrong. Teams start from the tool they already have open, instead
of the decision they have not yet made. The first decision is not which model or
which framework. It is which platform the agent runs on, because the platform sets
the boundary of everything the agent can do.



Microsoft's agent portfolio runs on three platforms, and they are complementary, not
competing. Copilot Studio targets business users and citizen developers, with drag-
and-drop authoring and native connectors to Microsoft 365. GitHub Copilot targets
software engineers, with agent mode, custom agents, and MCP tools that live in the
repository next to the code they change. Azure Al Foundry targets ML and platform
teams, with the full SDK, the model catalog, and multi-agent orchestration for
production-grade vertical agents. Most enterprises end up running all three. The
question is never which platform wins. It is which use case lands where.

The decision-framework thesis: platform is set
by who the agent serves and what it can touch

The thesis of this playbook fits in one sentence: the right platform is set by who the
agent serves and what it can touch. Who it serves is the persona. A business user
authoring a helpdesk bot, an engineer refactoring a service, and a platform team
building a regulated data agent are three different owners with three different skill
levels. What it can touch is the blast radius. A draft email is not a funds transfer, and
a temporary file is not a production database. Those two axes, persona and blast
radius, decide more than any feature comparison can.

Read the two axes together and the platform falls out. A citizen developer automating
an approval flow inside Microsoft 365 belongs in Copilot Studio. An engineer
generating code and opening pull requests belongs in GitHub Copilot, governed by
.github/copilot-instructions.md and MCP-scoped tools. A team building a multi-agent
data pipeline under strict SLAs belongs in Azure Al Foundry, governed by Azure
RBAC. Get the persona and the blast radius right and everything downstream has a
home: the model in the Copilot picker, the Human-in-the-Loop checkpoints, the
audit trail, the bill in GitHub Al Credits. Get them wrong and no amount of model
quality rescues the agent. Platform is the first decision because every later decision
inherits it.



DEFINITION

The decision-framework thesis in one sentence: the right platform is set by who
the agent serves and what it can touch. Persona sets the skill level and the
surface. Blast radius sets the guardrails. Everything else, the model, the tools,
the checkpoints, the cost, inherits from those two.

References

Primary sources for the agent definition, the platform portfolio, and the adoption
projection used in this chapter.

« GitHub Copilot Documentation, the reference platform for agent mode, custom
agents, and the copilot-instructions file used throughout this playbook.

« Microsoft Copilot Studio Documentation, the low-code platform for business
users and citizen developers.

« Azure Al Foundry Documentation, the platform for multi-agent orchestration and
production-grade agents.

« Gartner, task-specific Al agents in 40 percent of enterprise apps by 2026, the
adoption projection: 40 percent of enterprise applications will feature task-
specific Al agents by 2026, up from under 5 percent in 2025.
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01 PLATFORM CHOICE

Three platforms, one
decision framework.

Microsoft's Al agent portfolio runs on three platforms, and each one
serves a different audience and a different control surface. Copilot
Studio is for business users and citizen developers, GitHub Copilot is for
engineers, and Azure Al Foundry is for ML and platform teams. They are
complementary, not competitive, so the decision is not which platform
wins; it is which use case lands where. Gartner projects that 40% of
enterprise apps will feature task-specific Al agents by 2026, up from
less than 5% in 2025, which turns that routing decision into one every
enterprise team now has to make. This chapter puts the three platforms
side by side and gives you the framework to route each workload.

Copilot Studio: for business
users and citizen developers

Copilot Studio is the entry point for people who own a process but do not write code.
Authoring is drag-and-drop: you build topics on a visual canvas, wire them to
triggers, and test them in the same window. The connector library is the reason it fits
Microsoft shops. Native connectors reach Microsoft 365, Dataverse, and the Power
Platform, so an agent can read a SharePoint list, write to a Dataverse table, or start a
Power Automate flow without any custom integration code. The people who build
these agents are the same people who own the business process, which removes
the handoff to an engineering team.

Governance runs through the Power Platform admin center. Administrators set
environment policies, data loss prevention rules, and sharing limits from one console,
the same console that already governs Power Apps and Power Automate across the
tenant. Time to a working pilot is measured in hours to days. The trade is ceiling for
speed: Copilot Studio is the right home for an HR assistant, an IT helpdesk bot, or a
customer service flow where the business team owns the agent, and it is the wrong
home for a program that needs custom orchestration code or a fine-tuned model.



GitHub Copilot: for engineers

GitHub Copilot is the platform for the people who write the code. Agent mode moves
Copilot from single-line suggestions to multi-step work: it plans a change, edits
across files, runs the terminal, reads the output, and iterates until the task passes.
You steer it with a repository file, .github/copilot-instructions.md, that states the
conventions, the build commands, and the constraints the agent must respect on
every task. Model Context Protocol (MCP) tools extend the agent past the repository,
connecting it to build systems, issue trackers, and internal services through one
standard interface instead of a bespoke integration per tool.

Model choice sits in the Copilot picker. The current list includes Claude Fable 5, Opus
4.8, Sonnet 5, Haiku 4.5, Gemini 3.1 Pro, and the GPT-5.x family, and you switch
models per task without leaving the editor. Billing runs on GitHub Al Credits, where
one credit equals one US cent, in effect since June 1, 2026. Each request draws
credits by model, so a team budgets agent usage the way it budgets any metered
resource, and a heavier model costs more per task than a lighter one. Governance
follows the GitHub policy model the organization already runs, and a pilot can go live
in days.

Azure Al Foundry: for ML and platform teams

Azure Al Foundry is for teams that build agents as a product. It provides the full SDK,
a model catalog, multi-agent orchestration, evaluation, and observability, which is
what a platform team needs to run production-grade vertical agents at scale. The
model catalog lets a team pick a model per task and change it under version control.
Multi-agent orchestration coordinates specialized agents under one runtime,

with retries and timeouts handled by the platform rather than written by hand in
each agent.

Governance uses Azure RBAC and Azure Al Content Safety, the same identity and
safety controls that govern the rest of an Azure estate. Evaluation and observability
are first-class: a team sets a golden test set, runs regression on every model change,
and traces each agent decision for audit. Time to a working pilot is measured in
weeks, not days, because the setup is heavier and the review bar is higher. The



return is a ceiling that the low-code and IDE paths do not reach, which is why
regulated production workloads land here.

The decision matrix, side by side

The three platforms are complementary, not competitive, and most enterprises end
up running all three. The open question is which use case lands where, and six axes
settle most of it. Audience: Copilot Studio serves business users and citizen
developers, GitHub Copilot serves engineers, Azure Al Foundry serves ML and
platform teams. Code level: no-code and low-code, code-first in the IDE, and pro-
code with an SDK. Connectors: Microsoft 365 and the Power Platform, repositories
and MCP, and any source through Python, REST, or MCP.

Reading the matrix by axis

Three axes remain. Time to pilot runs from hours to days, to days, to weeks, in that
order. Customization runs from topics plus connectors, to repository configuration
and MCP tools, to full code plus fine-tuning. Governance runs from the Power
Platform admin center, to GitHub policies, to Azure RBAC with Content Safety. Read
the six axes together and the choice is rarely ambiguous. Match the platform to who
owns the agent and to the governance the workload demands, then let time to pilot
and customization break any remaining tie.

DEFINITION

Studio for citizens, Copilot for engineers, Foundry for production. Match the
platform to who owns the agent and to the governance the workload demands,
then let time to pilot and customization break the tie.

References

Primary sources for the three platforms and the market context behind the
routing decision.



Microsoft Copilot Studio documentation, the reference for drag-and-drop topics,
Microsoft 365 and Power Platform connectors, and admin-center governance.

GitHub Copilot documentation, the reference for agent mode, custom
instructions, and Model Context Protocol tools.

Azure Al Foundry documentation, the reference for the model catalog, multi-
agent orchestration, evaluation, and observability.

Gartner, 40% of Enterprise Apps Will Feature Task-Specific Al Agents by 2026,
the market context: up from less than 5% in 2025.
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02 AGENT TYPES

Four agent types and
where each one lands.

Platform choice answers where an agent runs. Agent type answers what
work it does. Most enterprise programs discover the same four types,
and each one lands on a specific platform for a specific reason. This
chapter maps development, productivity, business-process, and data
agents to the platform that fits, and names the one guardrail each type
needs before it reaches production.

Four types, and why each lands where it does

The four types are not a taxonomy for its own sake. They cluster by who owns the
agent, what systems it touches, and how much a wrong action costs. Development
agents serve engineers inside the repository. Productivity agents serve knowledge
workers inside Microsoft 365. Business-process agents cross several systems on
behalf of an operations team. Data and analytics agents answer questions against a
warehouse. Once you know which type you are building, the platform choice from
the previous chapter mostly makes itself.

Gartner projects that 40% of enterprise applications will feature task-specific Al
agents by 2026, up from less than 5% in 2025. Task-specific is the operative phrase.
The agents that reach production are narrow. They do one kind of work, for one
audience, with one control surface. The four types below are the four narrow shapes
that recur across programs. Treat them as landing zones, not as a rigid boundary. A
single program often runs all four side by side.

Development agents: the repository and the IDE

Development agents live where engineers already work: the repository, the pull
request, and the editor. Bug fixing, refactoring, and test generation are the canonical
jobs. In the GitHub Copilot lens, these run through agent mode. The agent reads



.github/copilot-instructions.md for the repository conventions, plans a change, edits
files, runs the build, and opens a pull request. The engineer stays in the loop at the
pull request, which is where code review already happens.

MCP is what makes a development agent useful beyond the editor. Model Context
Protocol servers bridge the systems a real change touches: the build system, the
issue tracker, the deployment pipeline. An agent that can read a failing check, open
the linked ticket, and correlate the two writes a better fix than one that only sees the
diff. The model comes from the Copilot picker. Claude Opus 4.8 or Claude Fable 5 for
the hard refactors, Sonnet 5 or Haiku 4.5 for routine edits where latency and cost
matter more than depth.

Billing follows the model

Development agent work is billed in GitHub Al Credits, where one credit equals one
US cent since June 1, 2026. Cheaper models from the Copilot picker cost fewer
credits per request. Routing routine edits to Haiku 4.5 and reserving Opus 4.8 for the
changes that need it is a line on the invoice, not a matter of taste. This is why model
choice and agent type are decided together, not in isolation.

Productivity agents: inside Microsoft 365

Productivity agents serve knowledge workers where they already spend the day:
Teams, Outlook, and SharePoint. The work is meeting notes, draft generation, and
search across the content a person is allowed to see. Copilot Studio authors the
custom topics and connects them to Microsoft 365, Dataverse, and the Power
Platform. The business team owns the agent, and the Power Platform admin center
governs it. Time to a working pilot is hours to days, because the citizen developer
never leaves the low-code surface.

The defining constraint here is identity-scoped retrieval. A productivity agent must
surface only content the requesting user already has permission to open. Meeting
notes summarize a call the user attended. Search returns documents the user could
have found by hand. This is not a convenience feature. It is the line between a useful
assistant and a data leak, and it is enforced at the platform layer, not in the prompt.



Business-process agents: across many systems

Business-process agents run the workflows that keep an operation moving:
employee onboarding, purchase approvals, insurance claims. These flows cross
several systems, which is what separates them from the first two types. A claims
agent reads a document, checks a policy, updates a record, and notifies a person,
each step in a different system. Copilot Studio can carry the conversational front of
this work. It reaches its limit when the flow needs strict SLAs, multi-agent
orchestration, or a fine-tuned model.

When it does, the workflow moves to Azure Al Foundry. Foundry gives the platform
team the full SDK, multi-agent orchestration, evaluation harnesses, and Azure RBAC
with Content Safety on every call. The reason to move is not ambition. It is the SLA.
An approval that must complete within a bounded time, with an audit record on every
step, needs the observability and the governance that a low-code surface does not
provide. The handoff from Copilot Studio to Foundry is a normal stage in a maturing
program, not a rewrite.

Data and analytics agents:
grounded on the warehouse

Data and analytics agents turn a natural-language question into a query, run it, and
return a summary. Translate a request into SQL, generate an insight, flag an anomaly.
Azure Al Foundry is the platform, grounded on Fabric, Synapse, or the data
warehouse the organization already runs. The grounding is the whole point. An
analytics agent that infers a schema instead of reading it returns numbers that look
right and are wrong.

Two guardrails are mandatory for this type. The first is a structured evaluation
harness: a fixed set of questions with known answers that the agent must pass
before every model swap, because a query that returns plausible but incorrect
numbers is worse than one that fails out loud. The second is human approval before
publish. The agent drafts the report. A person signs it. The cost of one wrong
number in a board deck is measured in decisions, not in tokens.



DEFINITION

The pattern across all four types is the same. More autonomy demands more
guardrails, not fewer. A development agent stops at the pull request. A
productivity agent stops at the user's own permissions. A business-process
agent stops at the SLA and the audit record. A data agent stops at human
approval before publish. The guardrail is not friction. It is what lets the agent run
at all.

References

Primary sources for the four agent types, the platform each one lands on, and the
market projection behind them.

« GitHub Copilot documentation, agent mode, repository instructions, and MCP for
development agents.

« Microsoft Copilot Studio documentation, the low-code platform for productivity
and conversational business-process agents.

« Azure Al Foundry documentation, the pro-code platform for business-process
and data agents under strict SLAs.

o 40% of Enterprise Apps Will Feature Task-Specific Al Agents by 2026, the
market projection: task-specific agents rise from under 5% of enterprise apps in
2025 to 40% by 2026.
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. REFERENCE ARCHITECTURE

The reference architecture in six
layers: the enterprise agent stack.

Production-grade agent programs are built on platform primitives, not
around them. The stack has six layers, from platform and governance at
the base to the surface where users meet the agent. This chapter walks
the six layers, states the five principles that govern all of them, lays out
three orchestration patterns, and names the four design rules that hold
each layer in place.

Six layers, from platform
and governance to surface

The stack reads bottom to top, and each layer depends on the one beneath it. The
base is platform and governance: identity, RBAC, Azure Al Content Safety, audit,
observability, and FinOps, the same controls that already govern the rest of Azure.
Inside GitHub Copilot, cost at this layer is metered in GitHub Al Credits, where one
credit is one US cent, billed since June 12026, so FinOps is a line item from the first
pilot, not an afterthought. The second layer is models. The Azure Al Foundry catalog
holds the hosted models for Foundry agents; for agent work driven from GitHub
Copilot, the model picker exposes Claude Fable 5, Opus 4.8, Sonnet 5, Haiku 4.5,
Gemini 3.1 Pro, and the GPT-5.x family. Pick per task, and fine-tune only where the
return pays for the pipeline. The third layer is context: a vector store, a semantic
context layer, a recipe registry, and identity-scoped retrieval, so an agent sees only
the data its caller is allowed to see.

The fourth layer is tools, exposed through the Model Context Protocol. Every tool is
catalogued, versioned, and scoped: MCP servers, native plugins, and custom skKills,
each with a token that grants the narrowest access the tool needs. The fifth layer is
orchestration: the multi-agent runtime, planning, retries, Human-in-the-Loop
checkpoints, and evaluation. This is the layer that turns a single model call into a
sequence of steps a reviewer can follow. The sixth layer is the surface: Teams,



Outlook, the IDE, and custom apps. This is where users meet the agent, and it is the
only layer they see. A gap in any lower layer surfaces here as a wrong answer, a
leaked record, or an action no one approved.

Five principles that govern every layer

Five principles hold across all six layers. Start narrow: one use case, one agent, one
team, and generalize only after the value is proven, because an agent that does one
job well is worth more than a framework that does ten jobs poorly. Reuse Azure
governance rather than inventing a parallel control plane: the identity, RBAC, and
Content Safety that protect the rest of the estate protect the agents too, and a
second governance model is a second thing to audit. Catalogue every tool with a
scoped token and per-call audit: an uncatalogued tool is an ungoverned tool, and a
token with more access than the tool needs is the blast radius of the next incident.

Evaluate before deploy: keep a golden test set, and run a regression on every model
swap, because moving an agent from Sonnet 5 to Opus 4.8 changes behavior even
when the prompt is identical. The evaluation runs in GitHub Copilot agent mode
against the same .github/copilot-instructions.md the agent ships with, so the test
conditions match production. Plan the deprecation from day one: version every
prompt, keep rollback available, and treat a prompt like any other deployable artifact.
An agent program that cannot roll back a prompt change is one bad edit away from
an outage it cannot explain.

Three orchestration patterns

The fifth layer runs one of three orchestration patterns, and the choice follows the
shape of the work. The sequential pipeline chains agents in a fixed order: each agent
consumes the output of the agent before it, and the handoffs are the checkpoints. It
fits work with clear stages, such as read a document, validate it, then assemble a
result, where each stage must finish before the next begins. The parallel fan-out and
fan-in pattern splits one task across several agents that run at the same time, then
merges their outputs. It fits work that decomposes into independent subtasks, such
as scoring one applicant against many sanctions lists, where the subtasks do not
depend on each other and the merge step reconciles the results.



The hierarchical supervisor with workers pattern puts one supervisor agent in charge
of a pool of worker agents. The supervisor plans, delegates, and decides when the
goal is met; the workers execute narrow tasks and report back. It fits open-ended
work where the plan is not known in advance, such as a coding task that may touch
three files or thirty. The supervisor is also the natural place for the Human-in-the-
Loop checkpoint: it holds the plan, so it can pause for approval before a worker takes
an irreversible action. In GitHub Copilot agent mode, this is the pattern behind a
coding agent that reads the repository, drafts a change across several files, and
stops at a review gate before it opens a pull request.

Four design rules that hold each layer

Four design rules keep the stack sound as it grows. Single responsibility: each agent
owns one job, and a task that needs three capabilities is three agents behind a
supervisor, not one agent with three prompts, because a single-responsibility agent
is one you can test, cost, and reason about. Fail-safe default: when an agent is
uncertain or a tool call fails, the default is to stop and escalate to a human, never to
guess and proceed. The cost of one wrong autonomous action on regulated data
exceeds the savings of a hundred correct ones, so the safe path is the default path.

Immutable audit: every tool call, model choice, and Human-in-the-Loop decision is
logged in a record no agent can alter, so a reviewer can reconstruct exactly what any
agent saw and did at any moment. Graceful degradation: when a lower layer is
unavailable, the agent narrows its scope rather than failing outright, so a context
store that is briefly offline downgrades the agent to a smaller, safer set of actions
instead of taking it down. Together the four rules mean a failure in one layer stays
contained in that layer instead of cascading to the surface.

DEFINITION

The stack in one sentence: six layers from platform and governance up to the
surface, five principles that start narrow and plan for deprecation, three
orchestration patterns matched to the shape of the work, and four design rules,
single responsibility, fail-safe default, immutable audit, and graceful
degradation, that keep a failure in one layer from reaching the user.




References

Primary sources for the platform layers, the model catalog, and the enterprise
adoption trend.

« Azure Al Foundry documentation, the model catalog, orchestration, and
evaluation behind the models and orchestration layers.

« Microsoft Copilot Studio documentation, the low-code surface and governance
for business-owned agents.

« GitHub Copilot documentation, the reference platform for agent mode, copilot-
instructions.md, and MCP integration.

« Gartner, 40% of Enterprise Apps Will Feature Task-Specific Al Agents by 2026,
the enterprise adoption trend behind the six-layer stack: up from less than 5% in
2025.
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04 HUMAN OVERSIGHT

Human oversight and the guardrails
that scale with autonomy.

Autonomy is not the goal. Reliable outcomes are. An agent that can act
on regulated data, sign documents, move money, or change customer
records needs explicit human checkpoints, because one wrong
autonomous action can cost more than a hundred correct ones save.
This chapter states the governing principle, sorts every agent action into
four quadrants, gives three implementation patterns for the checkpoint,
and sets the security baseline underneath them.

The governing principle: more
autonomy demands more guardrails

The rule is simple, and it runs against intuition. More autonomy demands more
guardrails, not fewer. An agent that only suggests text needs little supervision. An
agent that can act on regulated data, sign documents, move money, or change
customer records needs explicit human checkpoints. The reason is asymmetry. One
wrong autonomous action can cost more than a hundred correct ones save. A refund
issued to the wrong account, a contract signed on bad terms, a production table
dropped: each of these is expensive to reverse, and some cannot be reversed

at all. Guardrails exist to keep the rare catastrophic action from ever reaching
production unsupervised.

This principle holds regardless of which model runs the agent. In GitHub Copilot
agent mode you pick the model from the Copilot picker: Claude Fable 5, Opus 4.8,
Sonnet 5, Haiku 4.5, Gemini 3.1 Pro, or a GPT-5.x model. A stronger model plans
better and acts faster. It does not lower the cost of a wrong action. If anything, a
faster agent widens the blast radius, because it reaches the irreversible step sooner.
So guardrails scale with capability, not against it. The place to declare them is
.github/copilot-instructions.md, the file the agent reads on every task. It carries the
conventions, the boundaries, and the rule for when to stop and ask a human.



DEFINITION

The governing rule of human oversight: more autonomy demands more
guardrails, not fewer. One wrong autonomous action can cost more than a
hundred correct ones save, so the guardrail scales with the blast radius, not
with the confidence of the model.

Four quadrants: impact against reversibility

Not every action needs the same supervision. Sort each action an agent can take
along two axes: business impact and reversibility. That yields four quadrants, and
each one earns a different level of oversight. Quadrant one is automate: low impact,
high reversibility. Commit message suggestions, email draft summaries, meeting
notes. These run inside the agent loop with audit logging and no checkpoint,
because a mistake is cheap and easy to undo. Quadrant two is review: high impact,
high reversibility. Opening a pull request, scheduling a meeting, sending a draft to a
client. A human approves before the commit or the send, and the action can still be
walked back if it slips through.

Quadrant three is confirm: low impact, low reversibility. Archiving a ticket, closing a
conversation, deleting a temporary file. The damage is small but permanent, so a
single confirmation step is enough. Quadrant four is dual control: high impact, low
reversibility. Signing a contract, transferring funds, changing RBAC permissions,
deleting production data, filing taxes. Two people approve, and the audit log carries
signed evidence. Most enterprise agent actions belong in quadrant two or three, not
quadrant one. GitHub Copilot agent mode fits this model directly: the agent proposes
its work as a pull request, and the pull request is itself the quadrant-two checkpoint
where a person reviews the diff before merge.

Three implementation
patterns for the checkpoint

Three patterns cover most of what the quadrants require. Approve-before is the
default for high-impact reversible work. The agent prepares an action and waits at a



checkpoint. Nothing executes until a human approves, and the approval is logged
with the reviewer identity. In agent mode this is the pull request review: the agent
writes the change, a person reads the diff, and the merge is the approval. Sample-
and-review fits high-volume, low-impact work like tagging, classification, and
routing. The agent acts continuously, a random sample of its actions is audited, and
a drop in the sampled quality metric triggers escalation. You do not review every
action. You review enough to trust the distribution.

Dual-control is for the irreversible quadrant. One person initiates, a separate person
approves, and the two are never the same identity. Both approvals carry a
cryptographic signature, and the pair is stored as evidence. This is mandatory for
finance, legal, and any change to production data. The three patterns also shape
cost. In GitHub Copilot, each agent action is billed in GitHub Al Credits, where one
credit equals one cent, the billing model in effect since June 12026. Sample-and-
review keeps both risk and spend observable at high volume, because you watch the
sampled outcomes and the Al Credits they consume in the same view. Tools reach
the agent through MCP servers, and each server should expose only the operations
the task needs.

Security and governance: from least
privilege to seven-year retention

Guardrails at the action level need a security baseline underneath them. Least
privilege comes first. An agent, and every MCP server it calls, gets access only to
the systems the specific task requires, and nothing more. A code agent does not
need the payments API. A triage agent does not need write access to production.
Authentication uses Azure Managed Identity, never a connection string hardcoded in
a prompt, a repository, or an environment file. Managed identity means the credential
is issued and rotated by the platform, and it never appears in text the agent can leak.
Narrow scope and managed identity together remove the most common ways an
autonomous action turns into an incident.

The audit trail is the other half. Every agent action is written to an immutable log:
which agent, which version, which action, the input and output as hashes rather than
raw data, the human who approved it, and the duration. Personal data is masked
before it reaches the log. An identifier like a CPF or an address is masked so the



record proves what happened without exposing who it happened to. Retention is
long. Regulated workloads in Brazil keep the audit record for 2555 days, seven years,
to match the fiscal retention deadline, held in Azure Immutable Storage so no one
can rewrite history after the fact. The policy the agent follows lives in .github/copilot-
instructions.md, so the same file that defines the conventions also encodes the
boundary the agent must not cross.

References
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05 PART V, SHIP AND SCALE

From first pilot to a
production agent fleet.

A pilot proves an agent can work once. A fleet proves it works every
day, on regulated data, under audit, across teams that never met the
people who built the first one. The distance between those two facts is
where most agent programs stall. This chapter closes it with one worked
case study, four vertical patterns that reuse its choreography, and a
twelve-month roadmap whose phase gates keep the program honest.

The vehicle leasing case study: four chained
agents under Human-in-the-Loop gates

Start with a workflow narrow enough to finish and real enough to matter. A customer
applies to lease a vehicle. Four specialized agents run the application end to end,
each with one job. The intake agent collects the request and normalizes the fields.
The document parsing agent reads the uploaded files: proof of income, identity,
address. The NF-e validation agent checks the electronic invoice, Brazil's standard
for fiscal documents, against the tax record it claims to match. The contract
assembly agent drafts the lease from the approved inputs. No agent owns the

whole flow. Each one hands a typed result to the next, which is what makes the
chain auditable.

The Human-in-the-Loop gates sit between the steps, placed by reversibility and
impact. Document parsing runs in the automate band with audit logging. NF-e
validation is a review gate, because a wrong tax match is expensive and slow to
undo. Contract signing is dual control: an initiator and a separate approver, never the
same person. Built on GitHub Copilot, each agent is a custom agent scoped through
.github/copilot-instructions.md, with MCP servers bridging the document store, the
tax lookup, and the contract system. Model choice comes from the Copilot picker
per step: Haiku 4.5 for cheap classification, Opus 4.8 for the contract reasoning that



has to be right. Every call bills in GitHub Al Credits, where one credit is one cent, so
the per-application cost is a number you can read, not a guess.

Vertical patterns that reuse
the same choreography

The leasing chain is not a one-off. The same choreography, specialized agents in
sequence with human gates at the points of high impact, transfers to any document-
heavy regulated workflow. In finance, KYC and AML triage runs a document agent
that reads onboarding files, a risk-scoring agent that matches names against
sanctions lists, and an escalation agent that routes to the compliance officer, with
dual control on the approval. In healthcare, prior authorization pairs a clinical-
extraction agent with a payer-rules retrieval layer and a physician checkpoint before
submission. Authorization time drops from days to hours, and every decision is
logged for audit.

Retail runs the same shape for returns and reverse logistics. A triage agent classifies
the return reason, a refund agent runs the policy check, and a logistics agent books
the pickup. The human gate activates only on exceptions above the SKU threshold,
so routine returns clear without a reviewer. Manufacturing applies it to predictive
maintenance: a telemetry agent watches the loT signals, a diagnostics agent
proposes work orders, and a scheduling agent slots the technicians. Plant manager
approval is required for any work order over four hours.

The choreography is portable; the domain rules are not.

What carries across verticals is the pattern: narrow agents, typed hand-offs, gates
placed by impact. What does not carry is the domain content, the sanctions list, the
payer rules, the SKU policy, the maintenance thresholds. Keep that content in
versioned instruction files and MCP tools, not in prompts, and one team's leasing
fleet becomes the next team's KYC fleet in weeks instead of quarters.



The five-phase, twelve-month roadmap

A fleet is built in five phases over twelve months, not in one heroic sprint. Discover
takes the first month: map candidate use cases, score each on value versus effort,
and get stakeholder sign-off before anyone writes an agent. Pilot runs through
months two and three: one agent, one team, one closed-loop evaluation harness that
measures whether the agent is actually helping. Harden fills months four through six:
RBAC and audit wired in, SLA and cost caps set in GitHub Al Credits, and the Human-
in-the-Loop checkpoints defined for every action the agent can take.

Scale runs months seven through nine: a versioned tool registry, the multi-agent
choreography patterns from the case study made reusable, and self-service
onboarding so a nhew team can stand up its own fleet without a platform engineer in
the room. Operate is months ten through twelve and everything after: FinOps on the
Al Credits spend, drift management, model-swap drills that re-run the evaluation
harness when a new model reaches the Copilot picker, and a quarterly review
cadence. The phases are cumulative. Each one assumes the previous one closed.

Exit criteria per phase

Every phase ends on a criterion, not a date. Discover exits when the shortlist is
signed and the top use case has a measurable success metric. Pilot exits when the
evaluation harness shows the agent clearing that metric on held-out cases, not on
the demo. Harden exits when an auditor could trace any agent action to an identity
and a policy. Scale exits when a team you did not train onboards itself. Operate has
no exit; it is the steady state, and its criterion is that the quarterly review keeps
finding the program healthy.

The criteria exist because the two most common failures are phase-skips. Piloting
without hardening produces a demo: it works in the room and falls over the first time
it meets real data and a real auditor. Scaling without operating produces debt:
dozens of agents in production with no one watching the spend, the drift, or the
model changes underneath them. A phase gate is a claim you can defend in a board
review. Treat it that way and the fleet arrives on schedule and stays up.



DEFINITION

Piloting without hardening is a demo. Scaling without operating is debt. Every
phase gate is a claim you can defend in a board review, not a date on a slide.
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